PR EEHE
Access control : 73 B~
Accountability : §
Audit * F& 1%
Authentication : %3
Authoritative server : & = 1
Availability : = &+
Basic Input/output System (BIOS) : 2 ng » ﬁ%l d ks
Challenge-response authentication mechanism : #% % -% J& 5% 7%
Change management : % { & 12
Client : * =3
Command : & 4
Common area : ¥ #* %
Compiler © % F4% ;¢
Confidentiality @ % % |+
Configuration @ % i &\ ]
Configuration management * = f§ 5 3L & £ 3] 7 32
Control area : ##| %
Critical Digital Asset(CDA) : B &8> F &
Critical System(CS) : B 4& % %%
Cryptography : % 75
Cyber Security Team(CST) : Fid % > =

Cyber Security Incident Response Team(CSIRT) @ F il % > % 2

) e

Cyber attack : 7 % rc#

Data diodes : H & 337

Design Based Threat(DBT) : 3% - A # = ¢
Defense-Strategy @ b £ 3 1%

Defense-in-Depth Protective Strategies : /% & B & %3 ¥ %
Denial of Service(DOS) : Fe%7PR 7%

Equipment : % %

File : # %

Handshaking : 2t 4 % $#&

Host Intrusion Detection System (HIDS) @ 2 % » & 1 B & 4t
Human machine interface (HMI) : * # 4 &

Identification : 3%
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Incident : % F

Integrity @ = &%

Internet Protocol(IP) : e %5 3§+ T_i 4t
Intrusion Detection System (IDS) @ » i& i jp] % %%
Localized authentication : ¥ ¥ 2% 7%

Log: P &

Media Access Control Address(MAC) © & 5 4=/ 5 P~42 4 =4k
Management Control * & JZ & §745 %

Malware : & &, #25"

Mobile code : > IR IR > A2 B p BB d] b siz B B A

Most restrictive mode : B % T4 i 5%

National Institute of Standards and Technology(NIST) : # B & 4%
t P e

Near-real-time : i7" T p&F

Network : # W T "ol &4 5 Fh2 Ri

Nonauthenticated human machine interactions (NHMI) : & &3 2. A
sl

Nuclear Regulatory Commission(NRC) : % B ¢ 414 R §
Operation Control : 3k {¥ & #‘“:}* K7

Open/insecure protocol : F# "I/ F & el s T

Patch : CDA 3 4 2 3¢

Programming language @ #%.3:% 3

programmable 10g1c controller(PLC) : g it BRI

Protect area @ %3 %

Recovery : T 24 dw I #F4m k2 ik

Remote access : i& ¥ 17 B~

Review ! % &

Risk : | *&

Security control : % * & ¥4

Safety-related and important-to-safety functions, Security functions,
Emergency preparedness function (SSEP), and support systems and
equipment which, if compromised, would adversely impact safety,
security, or emergency preparedness functions. @ 34 7% > ~ & 14
A?ﬁiu}f@%I4ﬂb——l\;}z"d'I4ﬂb ,‘qu\"\LQ/VE’ﬁ#F:ggfé:g_}
LU TS

Server : # RS
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Session : it R EC

Simple Network Time Protocol (SNTP) : f§ H e p pF i 0 2
System component : & %t &

Transmission Control Protocol(TCP) : & ﬁi%]:}";%ﬁlj Exa
Technology control : $Ljtr g oty

Third party : % = =

Threat : = %

Time Stamp : pF & 3e

Trojan Horse @ * 5 4234

User Datagram Protocol (UDP) © i& * & FF & 2 %
Verification : 27

Verification and validation : 2& 2% ¥2 £z 30

Vital area : % & %

Vulnerability © 33 B
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